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Executive Brief 

Cyberspace has been increasing and the cyber boundary for every country is no longer limited. 
In the past 7 years the growth of cyberattacks and taking control of cyber space has increased. 
Countries spend more time on creating a strong cyber arsenal as the threat landscape has 
changed drastically. No longer do we have novice hackers, but now we have specialist attackers 
for every domain. These specialists, understand the domain they are to hack and understand its 
day to day working style, and how the working style changes across countries. In these past 7 
years, the quantum of cyberattacks has increased and also the quality and precision. New attack 
vectors, attack surfaces and techniques have come into existence. The technology shift is no 
longer yearly but literally daily. 

These sudden developments have also increased the quantum of cyber incidents which Is 
leading to exponential growth of cyber incidents being reported and handled by organizations. 
These attacks are complex and no two attacks match 100%. Hackers are also no longer 
individuals, but now work as organizations and even state sponsored hacktivists. The need of 
the hour is automation. 

Automation is the backbone of our solution which ensures that the end user is in control. Our 
custom algorithm allocates incidents based on past handing of incidents to the appropriate 
specialist. With the integration of 3rd party investigative tools the user gets the results from the 
tools and enabling them to take efficient decisions.   

Incident Response Management- IRM 
 

IRM, is an automated tool created to help Computer Security Incident Response team 
(CSIRT), CERTs and SOC’s with capabilities to define the roles and responsibilities of 
Incident Response Stakeholders, to characterize incidents, and the relationships to policies 
and procedures and reporting requirements.  

IRM’s backbone is automation and the solution ensure that the lifecycle of each incident and 
details available to all users who are involved to resolve the incident.  
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The Key features of our solution are 

• Automated and semi-automated solution. 
• Integration of 3rd tools like virus total, cuckoos’ sandbox, WhoisAPI etc. 
• Centralised Incident reporting, tracking and management system  
• Automated allocation of Incidents 
• Multiple methods for incident reporting 
• Incident correlation with analysis 
• Multi-Tenancy 
• RBAC to ensure granular access control 
• Enterprise ready  
• Varied dashboards depending on user role 
• Multiple methods of Incident reporting 
• Incident Case Management 
• Support for multiple incident categories and sub categories 
• External Incident reporting page 
• Built in custom algorithms to allocate incidents to team 
• Using AI/ML to analyse incidents  
• Supports MITRE Attack framework 
• Built in Playbooks and allow user to create custom playbooks 
• Ingest data from multiple sources 

 

IRM, has a lot of checks and balances, like you need to mandatory create one (1) user for 
each role and category, else the solution would not allow any entry of incident data 
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Organization & Settings, Playbooks and Documents  
 

In IRM, the user has an option to use a single tenancy as in the case for CERT’s or CSIRTs 
or a multi-tenancy model for SOC’s.  The solution supports both models.  

IRM has a built-in security and also enterprise ready with LDAP and email integration. The 
solution is delivered with default username (Admin) and default password (default1!) pre-
fed. Once Logged in the Organization Admin can edit the organization details.  
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The Admin, has to enter the details pertaining to the Settings like  

 LDAP settings 
 Validating the availability of 3rd party tools (virus total, Cuckoos sandbox, 

WHOISAPI etc.,) and entering their API Keys. 
 Creating specific groups  
 Email server integration.   
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The Solution also allows the organization to create groups which may be required to create 
a Group to handle a specific investigation.  Members can be added to the group. 
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Playbooks  

A Playbook is a very important tool used by organizations for managing Cyber Security 
Incidents.  

A Playbook is a linear style checklist of required steps and actions required to successfully 
respond to specific incident types and threats. Incident Response Playbooks provide a simple 
step-by-step, top-down approach to orchestration. They help to establish formalized incident 
response processes and procedures within investigations and can ensure that required steps 
are systematically followed, which can help to meet and comply with regulatory frameworks 
or the way a particular incident category is to be addressed. 

IRM has pre-fed playbooks which cover the major incident types present. The Admin and 
the Team Lead can create new playbooks, while all other roles can only view or download 
playbooks. A record of the user request for playbook download is maintained. 

 

 

The Playbook would be stored in raw format in the backend database. When a request is 
made for download, the tool would capture the details of the user and download as a PDF 
and emboss the customer logo. One can create custom playbooks and the solution checks if 
a user is creating a playbook with an existing name. 

 Documents 

The Documents section is the central repository where the organization can store its key 
information like Operating Procedures, Policies, Best Practices etc... The Admin is the only 
role allowed to upload documents. 
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Roles, Incident categories & Users  
The solution uses two methods for Authentication. The organization can integrate the 
solution with their existing LDAP or can use local authentication of the solution. 

Roles  

We have defined multiple roles which are mapped to Incident categories. Till the time each 
user is not defined and mapped to an incident, one cannot start reporting/recording 



 
 

CyberMoksh | Regd. Office- 189C, Upper Ground Floor, Near Shiv Mandir 
Savitri Nagar, Malviya Nagar| New Delhi 110017 | India 

support@cybermoksh.com | +91 80766-93274 

incidents. The roles are clearly defined with their responsibilities and follow the role-based 
access control.  Below is a list of roles including the external reporting entity. 

Role Description 
Administrator- 
Admin 

Admin has complete control of every aspect in terms of editing the 
organization details, add/edit users, add/edit /upload documents and 
playbooks etc. Admin is not allowed to create incidents but can only 
view incidents. 

Team Lead 
(TL) 

Team Lead Is the manager of the Team. The Team Lead can be the 
lead for a single incident category or multiple incident categories. 
Team Lead can create a lead and also edit any lead at any stage or 
reallocate a lead to another user provided the person is the team 
lead for the role. 

Help Desk 
(HD) 

First point where Incident Reporters can report their incidents via a 
call, email, SMS or FAX.  Help Desk is responsible for basic validation 
of any incident reported. 

 
Incident Lead 

(IL) 

Incident Lead is a member of a single incident category only. Once 
the lead is assigned by the Help Desk the Incident Lead analyses & 
validates the data to ascertain the incident type and also provide a 
remediation/solution 

 
Specialist (SP) 

A specialist who is a member of 1 incident category Team only. Once 
the lead is assigned by the lead, the Specialist analyses the data to 
ascertain the incident type and also provide a remediation/solution 

Executive 
(EXE) 

A senior management who only views the data 

 

 

Incident Categories 

Incident categories are pre-defined in the solution. IRM supports multiple incident categories 
and sub-categories which will allow the user to bifurcate the incidents granularly to extract 
more meaningful data. 
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Incident Category Description 
Availability Attacks intended to put systems out of service, to cause 

damage to productivity and/or the image of the institutions 
being attacked. 

Indian IT ACT Covers under the Indian IT Act 
Intrusions/Defacement Attacks intended to exploit design, operation or configuration 

vulnerabilities in different technologies, in order to enter an 
organisation's systems fraudulently. 

Malware Software intended to infiltrate or damage a computer, server 
or other network device, without its manager or user finding 
out, for a variety of purposes. 

Phishing Attacks intended to collect fundamental information in order 
to launch more sophisticated attacks, through social 
engineering or identification of vulnerabilities. 

Scanning Attacks intended to collect fundamental information in order 
to launch more sophisticated attacks, through social 
engineering or identification of vulnerabilities. 

Spamming Incidents which lead to fraudulent actions, loss of money, 
reputation etc.  in all its variants. 

Others Here all the ones that are not covered are put in this category 
 

 

Users 

Before proceeding to enter Incident details, the organization needs to create users. The 
User role categories have been defined in previous section. For each Incident category and 
role, a user has to be associated. If the same is not created the system would not allow you 
to make entry for incident reporting. 
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Each user would be assigned to an incident group.  

 Admin- There is only One (1) Admin in the organization.  Admin’s is not given access 
to create an incident. Admin responsibilities are clearly defined and is responsible for 
managing the settings, creating /editing groups & users. 

 Team Lead- a Team lead heads a particular team and can create, edit, re-allocate 
any incident.  Team Lead can be a Team Lead for multiple Incident Categories, but 
an Incident Category cannot have more than One (1) Team Lead assigned to it. 

 Help Desk- a member of this group would be associated with all incident categories. 
However, the Help Desk Associate can only view the incident category which they 
have been allocated 

 Incident Lead- a member of this group would be associated with just 1 incident 
category. The member can only access/view data relevant to the member only 

 Specialist- a member of this group would be associated with just 1 incident 
category. The member can only access/view data relevant to the member only 

 Solution also has capability to create groups for specific tasks 
 The External reporting entity would not have access to the internal portal but a 

front-end portal which would be external facing only. 
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Dashboard & Landing page, Search Features 
Based on the user role, the user would land on the relevant landing page.  The landing page 
for each role is different and based on the user and role the relevant data would be 
displayed. 

Dashboard & Landing page 

Landing pages are segregated for the user type and segregated for Admin, Team lead and 
executive and Help desk, Incident Lead & specialist separately.  

 

Landing page for Help Desk, Incident Lead and Specialist would be as below 
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Search 
 

The Search feature would render information based on the role.  For example- the Admin 
can search & edit any Users & any Incidents, whereas the Team Lead can search & edit for 
only users who are part of the team or search for Incident which belongs to the category for 
the user is the Team Lead. Similarly, the Help Desk. Incident Lead and the Specialist, can 
only search for incidents for which they are assigned, and will not be able to view anyone 
else lead.  

 

 

IRM also provides multiple combinations of search criteria parameters like Incident 
Categories, Sector, Incident Status etc. 
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Incident Reporting & Management 
 

Reporting a cyber incident and documenting the facts is a very important aspect. Incorrect 
information entered could result in incorrect resolutions and compromises. IRM ensures 
that the user be it the Help Desk or the Team Lead capturing the incident details, verifies 
the reporter and the data before initiating a request for data analysis. Our solution ensures 
supports multiple methods of recording a cyber incident are supported. It also segregates 
whether the incident has been reported by an individual, a government body or an 
enterprise. It also supports segregating the governments into central and state governments 
and has pre-fed data of government organizations.  
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The lifecycle of the incident can be tracked from its method of reporting, which enables 
organisations to map their resources better. The solution also incorporates ML & AI to be 
able to correlate incidents providing better insights into the attacks. A new incident can only 
be created by the Help Desk member or the Team Lead member. Other roles like Incident 
Lead and Specialist would be allocated leads from the Help Desk or Team Lead. These 
would appear as new leads for them. 
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The solution captures critical incident details like - data of the person reporting the incident, 
affected entity details, systems affected, evidence details etc. The evidence for an incident 
can be shared via email. Once received the Help Desk associate can upload the same for 
investigation.  
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The Help desk associate once satisfied allots the Incident to an Incident Lead. On allotment 
it would appear as a new lead on their dashboard.  

The solution maintains a chain of custody of the incident. A comment section in provided 
which captures the comments made by the users who were handing the incident prior to it 
being allotted to them. The User can also download the incident report as a CSV, HTML, 
DOC/DOCX,  or a PDF File.   
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